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Abstract— Internet of things enabling internet of services is an emerging technology which is enabling the connection with all the
smart devices using the internet. IOT helps in interconnecting the devices sharing the realistic information with the users by providing
security and efficiency to the users. Whenever these smart devices connected to vehicles and allow the communication between them
then it is called Internet of vehicles . The seamless connection between the digital world and physical world helps in order to give the
data a purpose to use. Integration with various devices helps in identifying hazard warning and informing the users with the real
time instructions. As the connectivity between the vehicles and the smart devices emerging with the new features lead to huge data
transfer there is a huge exchange of data between the vehicles there by increasing the usage of new communication technologies .
Conventional VANET uses mobile network which makes use of mobility constraints and the number of connected vechiles:It is used
to identify traffic jams, emergency vehicles in the urban areas. It cannot provide global application services to the customers. With
the increase of data the problem also increases in leakage of information threatening the security of the device. Authentication is
need ti provide without leaking the identity of the vehicle and information of the user. One such attach is the Sybil attack in which
they are may approaches against Sybil attack in several services, they disregard the presence of different smart devices and have
complex solutions. In this paper we develop a mechanism on how to deal with the Sybil attack. Evaluation of our protocol in OMNET+

simulator demonstrates the effectiveness of our approach in identifying and detecting Sybil nodes in 10T network.
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l. INTRODUCTION

With the usage of internet becoming common new devices are
coming with the fastest communication and storage in the
devices providing the real time information to the users.
Internet of vehicles is a part of ‘it which is allowing the
communication between thedevices and the Vehicles
providing realistic information to the users ensuring the safety,
accuracy, efficiency and realistic information to make
decisions.lov helps in‘connection the vehicles and also the
mobile internet making the user promote the efficiency of
transportation, improve the service level, and ensure that the
humans are satisfied. Vehicle in IOV terminology refers.to all
vehicles that consume or provide services/applications of
IOV. Thing in 10V terminology refers to any element other
than human and. vehicle. Things can be inside vehicles or
outside, such as AP or road. Environment refers to the
combination of human, vehicle and thing. The usage of these
mobile networks helps in communication between the devices
and provide the realistic information WAVE(Wireless Access
in vehicular environment) is used for communication between
v2v and v2I .Short range communication is supported by
DSRC.WAVE established a certain set of protocols using
IEEE 1609p to develop certain standards in communication
which supports both IP

based and non IP based communication. The use of WAVE
technology in communication helps in  spoofing,
eavesdropping alteration and replay. Since there is a huge data
exchange there is also exchange of sensitive data .with the
exchange of sensitive and accessing of new smart devices
with the evolving technology there can be possibility of
attacks on security. The security includes in connecting the
vehicle to vehicle, connecting the vehicle to infrastructure that
is providing services to other devices and the data. Using of
these intelligent devices in communication is providing a
threat as they are accessing the passwords and username and
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can spoof the identity of ‘the vehicles by tampering the
information. As the technology is advancing many new
threats are coming on the security and privacy of the
data.There are variety of attacks done on the data out of which
Sybil attack is one of them. Sybil attack is the one which one
identity makes a number of various identies resulting the
effect on network and breakage of resource utilization,
stealing the identies of the owners. Sybil attack is where one
identity makes more than one identity on single device. A
malicious node makes these identities with the purpose of
achieving more benefits from the network or making interrupt
in the network. This attacker aims to achieve benefits, such as
the usage of unauthorized resources, and getting and
publishing private information on network users. [15] When
the connectivity to the wvehicles is coming from various
devices it is difficult to find which is coming to Sybil attack
as we need to analyse different scenarios and find the
legitimate node and the nodes which are attacked.Sybil attack
can be done in various ways either stealing the identity of the
vehicle or hampering the network by sending the false images.
Earlier VANET architecture consist of two

devices one is the on board unit and Road side unit which

is installed in vehicles. The OBU helps in identify the
location of devices and establishing the communication
between the vehicles in a certain range. The OBU units are
connected to the devices which accumulate and calculate
the data. The V2l works with communication cars to
infrastructure.. VANETSs allow the direct communication
on the vehicles by providing a better road side environment
and efficient utilisation. The RSU cover in a certain range
helping the vehicles in identifying the nearby areas such as
parking or fuel stations. RSU communicate with each other
using the wireless technology. In the paper we use a
solution which is cost-effective, less time consuming and
ease to use for providing the real time data. Certain
attributes which influence the decision taking by the
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devices and help the driver are used .smart devices help in
calculating the information by using these attributes such as
network delay or heavy load on the network, increase on
the time of communication or communicating with the
multiple devices and accessing the privacy information.
Falsified data can lead to miscellaneous usage which can
cost.

Fig(1) Architecture of IOV
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IOV involves not only the communication
between vehicles but also the communication with other
device and alerting the user by making smart decisions. The
OBU in different vehciles is facilitated in communicating
with different integrated technologies like DSRC, GPS and
various sensors devices.-Data generated by the vehicles is
sent to RSU using the 4G,Sensor devices which are fixed
in  communication’ between the vehicles allows the
information to flow .Security is the major concern as many
devices involved allow the interexchange of the
information easily.

Sybil attack is one attack in which where one node
acts-as multiple identies resulting in identity theft and
breakage of the network. Various cryptographic functions,
clustering algorithms, session keys have been used in
detection of the Sybil attack .In this approach we propose a
light eight approach which is cost effective and can be used
easily by the user in detecting the attack. The parameters
involved in communication is the connection between the
vehicles is secure communication between vehicles and
giving the access rights by providing the required
information to the devices.

1. RELATED WORK

A. Literature Survey

In general the security model followed helps in the detection
of the attacks [1], [2], [3].One approach proposed in detecting
the Sybil attack in the VANET is using the cryptographic
signatures and calculation of the hash algorithm. The hash
function [4] is used to verify the the verification time of the
vehicle and cryptographic digital signature is used to establish
between the communication between the vehicles. An
IEEEB02.1p is the new standard used for communication
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Traflic Signal

which is dedicated to the vehicles.[5] describes a cluster way
of communication which is used 8021.p for communicating .
The time taken for broad casting, packet delivery and through
put are used for various clusters. In this the cluster area is
formed by the frequency and a node is elected by using
election algorithm for communication of the devices. If any
service is not available then all the cluster heads are
synchronised and the communication between the vehicles.
This paper [6] identifies the potential advantages in internet of
vehicles that the traditional 10T approaches in which traffic
can be managed and increase the efficiency of the vehcilse. It
presents the advantages and disadvantages in IOV allowing
the communication between the vehicles.[7] presents the
overview of internet of vehcilse.it mentions the objectives of
the vehicles using the internet allowing the communication
between users and smart devices. Objective to integrate the
vehicles ,devices ,human and the transport of the video will
yield in the communication .New models have. initiated ,may
disturb the operations and the quality of the communication so
better approaches have to be initiated. In [8] used a a
lightweight decentralized Protocol by proposing a trust-
extended authentication mechanism (TEAM) for vehicle-to-
vehicle (V 2V ) communication in VANET.The protocol is
insecure against insider attack,-impersonation attacks and
session key breaking attack[9]. Also, their protocol fails to
preserve user traceability, ‘user anonymity and mutual
authentication. [10] Provided a comparative study on privacy
preserving authentication.[11] IOV an emerging technology
with having smart cities making using of global network
presents the challenges and the future standard need to be
taken between the vehciles.In[12] we discuss a light weight
authentication and key agreement approach. In this the
clusters are formed using the clustering algorithm and cluster
head is elected each time .The vehicles in the cluster
communicate with each other using a key agreement protocol
generated by the cluster head. The cluster head communicates
with the RSU and establishes a secured connection for further
communication.[13] the paper reviews the privacy challenges
in identifying different areas and the recent privacy
preserving techniques proposed.[14] paper proposes the
efficiency techniques to support in IOT . The techniques in the
detection are classified on the features of network,
cryptography and relationship between the neighbours by high
lighting the strengths and weakness. [15] Sybil attack
detection frame work was evaluate under the SA with
fabricate and stolen identities, behaviours churn and multiple
identies. JinTanget al[14] used DMON, which is based on
cryptographic ring signatures. In this the vehicle identity is
replaced by the certificates generated by the RSU.Sybil node
is detected by filtering out signatures from certificate

B. Proposed Work

In detecting a Sybil attack a new approach has been designed
.The approach gives us the quickest response and the detection
takes place earlier. Clustering is a method in which vehicles
group is denoted by single entity which allow in sharing the
load and parallel processing.In this approach we define the
authentication between the wvehicles and authentication
between the RSU .In the model vehicles are denoted by (Vs)
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,road side units (RSU) ,application server (S),CA as certificate
authority ,CH as cluster head,Ts as the time series stamp. The
forming of the cluster is defined by the speed and the ratio of
the number of vehicle formed. The communications
established in the network are vehicle to vehicle, vehicle to
cluster and cluster to road side unit, Road side unit to road side
unit. Different authentication mechanisms are need for V2V,
V2CH, CH2RSU and RSU to RSU in the network. In this we
assume when an attack is done it will tamper the information
or modify the network resulting in collapsing the network. Let
R1, R2,. .., Rn be the road side units and vehicles in the
network, say V1, V2, ..., Vi. When the clusters are formed
in the vehicles Let CHj is elected as the head of the vehicle
.The cluster head is formed using the kmeans algorithm. The
vehicles in the cluster establish the communication with the
other vehicles using the cluster head which also authenticates
the Road side unit. The authentication schemes established in
our scheme, the vehicles in a cluster authenticate Vehicle (Vi)
to vehicle (Vj) , Vehicle (Vi) to cluster head (CHj), Cluster
head (CHj) to road-side unit (Rk).Apart from the
authentications and key establishment the RSU establish a key
agreement which can communicate secretly using keys. The
RSU s are uniquely identified and maintain a communication
with the cluster head .Tables are maintained to identify the
time stamp of each vehicle communicating with the devices
and verified if there is any attack. RSU identifies the location
of vehicle. The clusters change dynamically with the increase
and decrease of the vehicles.As the number of vehciles
increses there can be traffic which may lower the speed of the
vehicle.

Fig2 Forming of the cluster and establishing the ‘connection
with the vehicles is shown below
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I1l. SYSTEM MODEL

Registration phase.
In this the wvehicles are registered physically by the
government certified user and obtain a secured key (Ks) which

is used for communication. The secured key is used to identify
the vehciles background and validate them
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The Road side units also register and generate CA which
is used for communication. As the road side units are deployed
with the new wireless technology they need to be registered
and get the authorisation certificate for further
communication.

A data base table should be maintained by the RSU and
the clusters formed by the cluster head which helps in
identifying the time for communication and identifying the
malicious node.

Electing the Cluster head

In this a cluster is formed based on the region to
communicate with the RSU and the cluster head is elected
using the kmeans. Electing the cluster head is based on the
location and the communication with other vehicles as it
responsible for communicating with the cluster as well as the
Road side units.The cluster head maintains a table on the
communication between the vehicles, RSU and time stamp.
Whenever the vehicles communicate they communicate
through the cluster head .the communication.is noted with the
timestamp of vehicles. If vehicles moving at a uniform in
speed in cluster try to attack it identifies the flow of the time
communication with all the vehicles:since the intruder tries to
spoof the same identify. If there is sudden increase and
decrease it. communicates with the neighbouring cluster since
the cluster for them increase or decrease so the vehicles
identify is noted. If the same vehicle is related in multiple
clusters with the same time it will be monitored before
confirming the attack.

Authentication and key agreement

The cluster head generates an authentication upon which
all the-vehicles in the cluster communicate with each other
using the cluster head.

The communication between RSU and cluster head is
established using the authentication.

The authentication is established between RSU to
RSU.RSU when communicate they have their own
authentication protocols to filter legitimate vehicles
depending on the time of time of communication between
them

The vehciles communicate with each other using cluster
head elected by the cluster of the vehciles .The cluster head
maintains a table with the RSU it is communicate along with
the vehicle id and the time stamp .The Sybil node is identified
if the communication is occurring from different RSU with the
same vehicle id then it is observed for a while by analysing the
communication and identify it. If the attack is coming from
the same cluster it will validate the communication with the
identity of vehicle along with the time stamp. When an
malicious attack is done the time stamp of the vehicle and
location of the vehicle and the cluster are verified .If the
number of vehciles communication with the cluster head at the
same time for a certain period and trying to access the
information from the infrastructure it is identified as malicious
attack. As the time stamp of the vehicle is noted along with
the the id of vehicle it is easy to identify.If the number of
vehciles are increased at certain time the number of vehicles
are categorised and divided into groups.Performance on
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froming the clusters and cluster head and the time required for
communication is evaluated.

A. Algorithm

Steps:
REGISTER THE V1 AND RSUI PHYSICALLY AND GENERATE
UNIQUE VALID ID

1. Form the cluster and elect the CHi for each
Cluster
2. Generate a key agreement with time TSi ,Vi which

communicate with CHi

3. CHi key should be shared with the RSUi and other
CHj to communicate with each other.

4, Periodically check the table CHi if the
communication with all the vehicles is arriving at once or the
time taken to communicate is delayed.

5. Tampering of vehicle from one cluster to another
cluster is identified using the 1D and time stamp of the
vehicle

6. If any suspicious vehicles are identified the
timestamp of these vehciles in the cluster and validate with
the other RSU .if the same id is identified in different
vehicles then it is identified as an attack.

B. Detection of Attack

The below graph shows .the time series delay on the
communication of the vehicles when a malicious attack .is
done .For this to generate the simulation technigue we use the
omenet with veins and taken speed and time in counter.

The forming of cluster and vehicles have taken amount time
for authentication and communication of packet. In this the
vehicles are taken and the throughput time is calculated. . The
position as well as the time stamp of the communication is
identified With. the help of the time stamp® of the
communication of the vehicle with RSU we identify the false
nodes .As the malicious vehicle communicates with the RSU
under the same id or it communicate with only one RSU under
different 1d.The time required to form the cluster for the
vehicles and electing the cluster head to communicate with the
RSU is taken .It is compared with the different algorithms
such sybil authentication key generation and cluster
communication with the vehicle is taken and the time for it
represented in the below figure.
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Simulation Results

In our simulation detection mechanism using OMNET++
having Veins extension and the vehicles are simulated using
SUMO with 100 vehicles and a threshold response of 30sec
then the graphical representation is. When a cluster of vehicles
starts. communication with the RSU the amount of time taken
to communicate with the RSU is more. As the cluster is
becoming more the amount of the response time by the RSU
is increasing since the amount of traffic is increasing .As the
amount of traffic increasing the amount of burden also
increases on- the network: which is delaying in the
communication. But with our algorithm the time for
communication of theo req and res remains the same .Since
with increase amount of the traffic the echo response for all
the vehicles increase and decrease as they approach near the
RSU.A definite study of the curve is maintained for the
communication of the vehicle. Since the graph maintains a
linear curve the it does not need to calculate the burden on the
network.
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