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Abstract :Steganography is a digital technique for hiding secret
information into some form of media, such as image, audio or
video. Steganography has evolved into a practice of concealing
data in larger file in such a way that others cannot suspect the
presence of a hidden message. In this paper, we design a system,
which uses features of both cryptography as well as
steganography, where TCP/IP header is used as a
steganographic  carrier to hide encrypted data.[1]
Steganography is a useful tool that allows covert transmission of
information over the communications channel.
Keywords: LSB,Steganography, Cryptography,
TCP/IP Header, Fragmentation.
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1. INTRODUCTION

Constantly communicated through the Internet are flows of
information generated from many diverse applications such
as e-commerce transactions, audio and video streaming or
online chatting. The security of such data communication,
which is required and vital for many applications nowadays,
has been a major concern and ongoing topic of study given
that the Internet is by design open.and public in nature. Many
techniques have been proposed for providing a secure
transmission of data. Hence, in order to provide a better
security , we propose a data hiding technique called
steganography along ~with the cryptography technique.
Steganography is the art and science of hiding data into
different carrier files such as text, audio, images, video, etc.
In cryptography, the secret message that we send may be
easily detectable by the attacker.[6] But in steganography, the
secret message is not easily detectable. The persons other
than the sender and receiver are not able to view the secret
message. The secret message that sender transfers over the
network, can be encrypted and hidden into TCP/IP header
using Stego object. The Stego object is an encrypted
message embedded into carrier file.

ILSTEGANOGRAPHY OVER A COVERT CHANNEL
Covert channel is a communication channel through which
information transmits by violating security principles. The
communication through covert channel is non-obvious
manner. TCP/IP Header can serve as a carrier for a
steganography through covert channel. As the steganography
is data hiding technique, sender embeds the encrypted data
by using carrier file.[3-5] At the encoder process encryption
algorithm is applied over secret file then it embeds with
carrier file, it generates stego object that hides into unused
fields of TCP/IP header, which implies covert channel. The
carrier files may be text, image, audio or video. In our
system, we are using images as carrier. Digital images are
very useful and secure carrier for hiding the secret massage.
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Image is a collection of color pixels. In standard, 24 bit
bitmap we have three color components per pixel:
Red, Green and Blue. Each component is 8 bit and have 28
i.e. 256 values. In 3 megapixel image you can hide 9
megabits of information using this technique, which is
equivalent of 256 pages of book. If we only change the
lowest bits of each pixel, then the numeric values can only
change by a small percentage. We can only alter the original
pixel color value by +7. Stego object traverses over a
communication channel.[8] Stego object <is divided into
packets. These packets are hidden in TCP or IP header’s
unused fields. Many fields from the TCP or IP header are not
used for certain situations.

IHLSTRUCTURE OF TCP HEADER:
Structure of TCP header is_shown in Fig 3.1, we can use
irrelevant fields namely sequence number and option fields.
a)Sequence number:
It'is 32 bit field. Which is use to identify the current position
of data byte in the segment. Sequence Information and
Acknowledge
number is randomly generated number based on: local host,
local port, remote host, and remote port.
b)Options
In order to provide additional functionality several optional
parameter may used between a Tcp sender & receiver. The
most common option is the maximum segment size option.
This option gives the sender
maximum segment size the receiver willing to accept.
Structure of IP header
Structure of IP header is as shown Fig 3.2, irrelevant fields
used in IP header are given as follows:
a) Type of service
It is 8 bit field. The type service in IP header is potential for
using as steganographic carrier, because many networks
never use them.
b)Identification field
It is 16 bit field. When fragmentation of message occur the
value of identification field is copied into all fragments. The
identification number helps the destination in reassembling
the fragments of the datagram.
c)Flags
It is 3 bit field which gives information about Reserved, Do
not fragment bit and more fragment bit.
d)Fragmentation offset
This bit is 13 bit field. When the fragmentation of message
occurs this field specifies the offset, or position in the overall
message, where the data in this fragment goes.
e)Option:
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Options are not required for every datagram to be sent. They
are used for network testing & debugging purpose.
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IV.PROPOSED WORK

In this paper we are focusing on Identification field of the IP
header to hide secret encrypted data. Identification field is
used only when fragmentation occurs. At the receiver end, to
reassemble the packets, identification field tells the right
order for that. If fragmentation is not occurred, then
identification field will always be unused, so that we can use
this 16 bit field to hide secret encrypted message. To avoid
fragmentation, we use MTU. Maximum transfer unit decides
limit for packet size for transmission over network. Sender
and receiver, both should have awareness of MTU unit.[9]
For the encryption and decryption we use RSA technique to
encrypt the data so that it will'be more secure.RSA is a public
key cryptography. In public key cryptography each user. or
the device taking part in the communication generally have a
pair of keys, a public key and a private key, and a set of
operations associated with the keys to do the cryptographic
operations.[11] Only the particular use knows the private key
whereas the public key is distributed to all users taking part
in the communication. Some public key algorithm may
require a set of predefined constants to be known by all the
devices taking part in the communication.
RSA involves a public key and a private key. The public key
can be known by everyone and is used for encrypting
messages. Messages encrypted with the public key can only
be decrypted in a reasonable amount of time using the private
key. The keys for the RSA algorithm are generated the
following way:

1. Choose two distinct prime numbers p and g.

o For security purposes, the integer’s p and g should
be chosen at random, and should be of similar bit-
length. Prime integers can be efficiently found using
a primality test.

2. Compute n = pg.

o nis used as the modulus for both the public and
private keys. Its length, usually expressed in bits, is
the key length.

3. Compute p(n) = @(P)p(@) = (P~ D@D =n-(p+q-

1), where ¢ is Euler's totient function.

4. Choose an integer e such that 1 < e < ¢(n) and gcd(e,

o(n)) = 1; i.e., e and o(n) are coprime.
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o eisreleased as the public key exponent.

o e having a short bit-length and small Hamming
weight results in more efficient encryption — most
commonly 2% + 1 = 65,537. However, much smaller
values of e (such as 3) have been shown to be less
secure in some settings.[!

5. Determinedasd=e! (mod ¢(n)); i.e., disthe

multiplicative inverse of e (modulo @(n)).

e This is more clearly stated as: solve for d given d-e
= 1 (mod ¢(n))

e This is often computed using the extended
Euclidean algorithm. Using the pseudocode in the
Modular integers section, inputs a and n correspond
to e and o@(n), respectively.

e dis kept as the private key exponent.

V. CONCLUSION AND FUTURE SCOPE
In this work we explored the steganography techniques. We
proposed an efficient steganography . technique. In
steganography, TCP/IP header is used as a carrier for
transmission of the secret information or data. The TCP/IP
suite along with the covert medium further enhances the
security of the system since attackers are more concerned
over the “http”. The proposed technique will avoid illegal
transmission of secret communication on the web and will
provide a better secure system in case of
Authentication.Only concept based discussed here final
implementation will be later.
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