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Abstract:   In this paper the advancement in communication system has become powerful synchronised equipment, which 

makes the real-time communication between subgrids and control.  In current shielding structure it handles the real-time data 

inadequately. This paper analysis the expansion of power system structure with developing technologies integrated with wide 

area protection, the graded power system protection provides the local power and combine power circuits. The system has 3 

levels: the local, the substation and the regional. The combined tasks have been described for optimal harmonization and the 

system to obtain control and real time information for enabling the perfect tool for computing power circuits .  
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I. Introduction 

In  beginning of last century is marked as point of 

emergence of power-system protection when first electro-

mechanical over current relays, directional, distance and 

differential protection schemes were developed and used in 

first three decades of last century but recent development in 

science , nanotechnology  developed relay technology also 

great theoretical progress were made in protection software. 

Currently in world full of semiconductor electronics and 

sciences, conventional relays are being replaced by numeric 

and microprocessor based relays [1]. The application of 

centralized substation  in late 1960’s was first proposed 

based on centralised computer based system but centralized 

computer system for substation protection has not been 

widely applied till date as back then there were no such 

computer hardware-software technologies available and 

relay technology was widely used successfully. In 1980’s 

microprocessor based protection system was introduced. It 

provided new means in protection like “Adaptive 

protection”, and “Artificial intelligence “ based protection 

techniques which were proposed in 1980’s and early 1990’s. 

Use of IDMT or( inverse definite time over current 

protection) started era of adaptive protection[2]. IDMT 

technology played important role in increasing computer 

technology based protection devices and control theory. 

IDMT was new type of relay protection which was able to 

change the performance, characteristics of set value 

according to fault condition and operation mode of power 

system [3]. Application of IDMT includes distance 

protection, generator protection, transformer protection, 

auto closure etc. Adaptive relay improved response of 

system,  it enhanced the reliability in field of economic 

benefits. Artificial Intelligence technologies like “artificial 

neural network”, “genetic algorithm”, “evolutionary 

algorithm”. Fuzzy logics were also applied in field of relay 

protection. Artificial neural network helped in identifying 

fault type, distance of fault, direction protection. Artificial 

neural network had distributed storage [4]. It can do parallel 

processing, self organization and self-learning. Application 

of artificial intelligence helped in improving speed, 

accuracy, of fault detection and its analysis. However in 

1990’s, with continuous expansion of power networks, it 

was great challenge to clear the faults quickly and improve 

system stability. This lead to development of non-power 

system frequency  fault detection technique to increase relay 

response , so “Transient- based protection” relays were 

developed whose working was based on travelling wave and 

superimposed components[5]. 

Studies have showed that we can de-detect the fault-

generated high frequency transients which created 

possibilities for developing of new techniques and 

principles. Another important development and progress 

was made when “novel-communication techniques” and 

“GPS” techniques were applied in power-system protection. 

The newly proposed protection based protective relay helps 

in providing a wide area to power circuits .In recent years, 

concept of centralized protection has gained popularity 

because of increase in growth of signal- processing 

capabilities and availability of suitable communication 

scheme [6]. In information based model  the multiple power 

pants and its components develops the protection based 

schemes. The substation base area protection develops 

information technology base practical applications in the 

area of automation technology has helped us in optimizing, 

monitoring, control protection and measurement devices. 

Traditional control protection cabinets are being replaced by 

computer systems which have microcontroller protection 

device as core protection device measurement [7], control 

signal, billing and control signal embedded into computer 

based system [8]. We can say that the relay-protected 

devices has high performance, fast response and provides 

any information about power system  by transmitting any 

information regarding faults to the control centre . thus 

advanced microprocessor based protection devises helps in 
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relay protection , communication based functions and 

realization of data communication based measurements  [9]. 

II. Progress in power grid  security 

A. Wide area protection 
As of late, the quick advancement in communication 

innovations makes the wide-region data ex-change 

conceivable, The rise of power system estimation frame 

work provides a novel plan for the primary transients base 

GPS time based synchronization. He idea for these novel 

algorithm provides the estimation of different data focused 

on quick , dependable and precised for the issue frame work 

investigation [10]. 

The essential control lengths to per-structure the elements 

of hand-off assurance, security, and dependability control to 

forestall voltage breakdown.  

B. Incorporated protection 
The advancement of mechanical assembly (transformer, 

generator and line) has been carried out as defensive gadget 

to accomplish a specific level for a distance or current based 

assurance. The micro chip and correspondence infer new 

standard security considering he different power system 

plants for huge current insurance procedure [12]. 

 Likewise the substation region security unifies the 

advancements of calculated new ideas for estimating the 

voltage and current based power system protection.   

 

C. New idea based control and its development 
In view of the advancements referenced over, another idea 

of the incorporated wide region security and control 

(IWAPC) has been proposed as of late. The principle focal 

point is to coordinate between control and security, 

especially at wide- region provides various advantages to 

future based assurance in control frame work. The idea of 

coordinated wide region security progressively up held 

planed on going synchronised wide region correspondence 

to subgrids[13] . 

Based on application of a distributed computing framework, 

which is uniquely endorsed to execute various optional 

capacities for substations and power organizations. 

Notwithstanding the essential elements of hand-off security, 

the stage ought to have a huge limit of issue data and 

information storage, quick information handling capacities, 

strong communication capacities, and other assurance, 

control gadgets and booking organization to share the entire 

framework information, data and organization assets, and 

can likewise do remote checking with the PC observing 

arrangement of substation correspondence. The designed 

stage gives an adaptable system to building an intuitive 

matrix and hence demonstrates the dependability and 

security of force lattices. 

 

III. Designing of incorporated protection based 

scheme   
In coordinated regions of power system, there are 

improvements in power transmission and dissemination 

organizations, e.g. conveyed age and energy stockpiling in 

circulation frameworks, and so forth. These new create 

result in undeniably more muddled attributes than that of 

traditional frameworks. Subsequently, the current security 

and control framework will presently not be viable to adapt 

to the new frameworks. The framework comprises various 

gear at contrast layers: from base to top, there is the 

coordinated different capacity astute hardware at the 

neighbourhood level; the subgrid correspondence 

organization and the in-ground substation assurance for the 

subgrid level and the border region correspondence 

organization, the incorporated broad region data stage, and 

the in-ground broad region (territorial) security and control 

at broad region level. The vital pieces having high velocity 

for the broad region of power system based correspondence 

organization and ongoing synchronization data stage. 

The IWAPC is additionally reached out to dispatch to 

accomplish the joining of dispatch automation, insurance, 

and control of force matrix. 

 To design the elements of regional assurance control. 

Different capacities insightful gear at the neighbourhood 

level the intelligent gear at neighbourhood level is an 

incorporated different capacity auxiliary preparation in the 

substation, which for the most part comprises of the MU, 

shrewd terminal, metrology estimation. 

A. Incorporated substation protection  
The substation organizes components of, transformer, 

switch dissatisfaction; modified transport move, UFLS, 

UVLS staggering. It utilises the entire grid by sharing 

information to the subgrids for better protection schemes. It 

also demonstrate the sub grids on the bases of dead zone 

[14].  

 

B.  Synchronised elevated communication  based 

network 

The elevated communication based network has essential 

components of substation system. The PTN or we can say 

that “Packet Transport Network” is a better choice to 

implement it in communication network; basically, it is 

optical transport network architecture and specific 

technologies. Currently SDH or we can say that 

“Synchronous Digital Hierarchy is used in multiservice 

transport platform as the power communication network. Its 

Advantages: It is highly reliable; Low latency; highly 

efficiency TDM services; It is highly recommended because 

of its end management capabilities. Its Disadvantages: 

However, with the continuous developments network 

communication system, the time has revealed some of its 

limitations such as deprived tractability for data services and 

Low bearing effectiveness. 

With compared to Packet transfer Network (PTN) has 

proved its effectual transfer of packet with the help of 

packet-switched core and it can surpass all the limitations’ 

or demines od SDH rigid bandwidth. And on the bonus side 

it can deliver a decent quality service, well organised, 

manoeuvre and maintenance. 

C. Synchronized information stage 

There is wide range of electrical equipment which are 

mainly installed in substations are very sophisticated in 

design. The experiment and recent developments in power 

system automation, the massive information in power 

system protection provides interoperability. Consequently 

the protection control mechanism and the measurement data 

could not be shared with in specified limits. The information 
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capabilities has been improved by the smart grids to adapt 

the new conditional demand to make the system ore 

venerable to the public.   

To increase the sensitivity and error tolerance capabilities, 

the synchronized platforms are introduced which protect 

and control the power network retrieved from allocated 

computation algorithms such that the data can be received , 

dynamic, static circuit breakers , These platforms set the 

data based protection and contingency based time 

management. However the hierarchical information based 

technology has been assimilated with the radical protection 

technique in a synchronised manner.  

D. Distributed power network 

The distributed network system , the information platform 

has been design to implement the various function at 

substations , regional levels , faulty lines selections and 

monitoring of power quality .  

The secondary equipments installed at each substation 

achieve different functions with the capacity to increase the 

number of distributed energy resources [15]. 

To implement the complex functions these distributed grids 

has different levels foe receiving the data from initial level 

to regional level by incorporating the information using 

algorithms.  

Based on power based demand, the improvement capacity 

of the equipments update the software to achieve the task 

for sharing of information, reduction of the investment and 

work load based operations. 

  

IV. Conclusions 

This paper present a planned control and wide area 

protection structure considering an ever-evolving plan, 

which consolidates confirmation at adjacent subgrids and 

neighbourhood stages. He power flow association based the 

structure is maintained by the synchronized speed 

correspondence association and the consistent affirmation 

and control information based information stage. The 

system which facilitates the general security procedures and   

control structure, offers fast protection, yet likewise 

limitless oversight of the entire power association. It offers  

three level of shield to ensure strong and safe action of 

power system network. With the constant assessment and 

communication based developments, the power grid 

application, its practical execution should be speedily 

reasonable, straightforward, and monetarily. 
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