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Abstract: WSN mechanisms cannot at present ensure that an attack will not be launched. For example, using a 

compromised node an adversary could perform an attack acting as a legitimate node of the network to acquire all the 

information. Such attacks are known as internal attacks. Therefore, it is important to protect the wireless sensor 

network from internal attacks, which is the purpose of this work. The algorithm for transport layer attack has been 

developed in this thesis which also works for the minimization of energy consumption. We have tested the algorithm 

for sink hole attack mainly but it can also works for other attacks like black hole, worm hole attack too. 
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I. INTRODUCTION 

Typically, WSNs contain a large number of sensor nodes, 

which are densely and randomly deployed in the field under 

study as shown in figure 1. Each of these scattered sensor 

nodes has the capabilities to collect data and route data back 

to a collection point called a Sink. Data are forwarded to the 

Sink through a multihop wireless architecture as shown in 

figure1. Once the collected data reach the sink, it has to route 

them to the task manager, where the appropriate decisions can 

be made. The sink may communicate with the task manage 
rnode via Internet or satellite. The purpose of deploying a 

WSN is to report relevant data for processing which enables 

right decision making at the right moment. There are three 

types of reporting: event-driven, on-demand and continuous 

monitoring. In the event-driven reporting, the sensor network 

is tailored to detect the occurrence of a pre-specified type of 

event within the sensor field. Once this event occurs, the 

reporting task is initiated and the related information is 

forwarded to the Sink. Thus communication is triggered by 

the event occurrence and only nodes within the event area 

become sources of communication. The most famous 
detection based applications are: fire, food detection and 

alarms. In the on-demand reporting, communication is 

initiated by the Sink, and sensor nodes end their data in 

response to an explicit request. The important corresponding 

application is an inventory control system. 

One of the key features of a WSN is its multihop distributed 

operations, which add more complexity in terms of security 

attack detection and prevention. In a multihop distributed 

environment, it is very difficult to locate attackers or 

malicious nodes. Many security attack detection and 

prevention mechanisms are designed for WSNs; however 

most of the existing solutions are capable of handling only a 
few security attacks. 

 
Figure 1: WSN design. 

For example, most secure routing protocols are designed to 

counter few security attacks. Similarly new media access 
mechanisms are designed to handle hidden-node problem or 

selfishness. Encryption mechanisms are designed to protect 

data against passive attacks. Hence, one can say that there is 

a need to design mechanisms that are capable enough of 

detecting and preventing multiple security attacks in WSNs. 

An Intrusion Detection System (IDS) is one possible solution 

to it. An intrusion is basically any sort of unlawful activity 

which is carried out by attackers to harm network resources 

or sensor nodes. An IDS is a mechanism to detect such 

unlawful or malicious activities. The primary functions of 

IDS are to monitor users’ activities and network behavior at 

different layers. A single perfect defense is neither feasible 
nor possible in wireless networks, as there always exist some 

architectural weaknesses, software bugs, or design flaws 

which maybe compromised by intruders. The best practice to 

secure wireless networks is to implement multiline of security 

mechanisms; that is why IDS is more critical in wireless 

networks. It is viewed as a passive defense, as it is not 

intended to prevent attacks; instead it alerts network 
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administrators about possible attacks well in time to stop or 

reduce the impact of the attack. The accuracy of intrusion 

detection is generally measured in terms of false positives 

(false alarms)and false negatives (attacks not detected), where 

the IDSs attempt to minimize both these terms. There are two 

important classes of IDSs. One is known as signature-based 
IDS, where the signatures of different security attacks are 

maintained in a database. This kind of IDS is effective against 

well-known security attacks. However, new attacks are 

difficult to be detected as their signatures would not be 

present in the database. The second type is anomaly-based 

IDS. This kind is effective to detect new attacks; however it 

sometimes misses to detect well-known security attacks. The 

reason is that anomaly-based IDSs do not maintain any 

database, but they continuously monitor traffic patterns or 

system activities.IDS can operate in many modes, for 

example, standalone operation and cooperative cluster based 

operation. A standalone IDS operates on every node to detect 
unwanted activities. Cooperative cluster based IDS are mostly 

distributed in nature in which every node monitors its 

neighbors and surrounding nodes activities and operation; in 

case of any malicious activity detection, the cluster head is 

informed. Broadly speaking, IDS has three main components 

as: 

i. Monitoring component is used for local events 

monitoring as well as neighbors monitoring. This 

component mostly monitors traffic patterns, internal 

events, and resource utilization. 

ii. Analysis and detection module is the main 
component which is based on modeling algorithm. 

Network operations, behavior, and activities are 

analyzed, and decisions are made to declare them as 

malicious or not. 

iii. Alarm component is a response generating 

component, which generates an alarming case of 

detection of an intrusion. 

WSN suffers from various attacks by anomaly nodes. These 

nodes are stated as intruders which can alter the message 

passed to base station. As WSN is used in various applications 

like in emergency data transfer, military applications, 

surveillance etc. so requirement of accurate information is 
necessary, but if any intruder is active in the network and 

unidentified then false information can be transferred to head 

which may lead to dire consequences. So it is necessary to 

detect these anomaly nodes. For this many problems are faced 

WSN is a resource constrained and energy constrained 

network. So there is always scarcity of resources and battery 

in sensor nodes so conventional IDS can’t be used for WSN. 

Many IDS presented by researchers are limited to only 

network layer due to which many types of attacks by intruders 

may go unidentified. So detection scheme should be such that 

it can analyze the anomaly node at each OSI layer so that 
attacking probability decreases or in other words cross layer 

detection scheme should be tried. Crossover detection has a 

problem of using different IDS at each layer which consumes 

more energy and resources too. So a generalize algorithm for 

almost all type of attacks should be proposed. 

In our work we will establish the WSN network unsupervised 

learning as it don’t require prior training. Since sensor nodes 

are resource constrained so we will put a mobile spy in WSN 

which will take data from every sensor node. Detection 
mechanism has to be deployed on each node which consumes 

battery of node, rather than we will deploy this only on spy 

node as it will have the information of every sensor node. 

Neighboring Voting mechanism will be followed for intruder 

detection in spy node and results will be shown in form of 

false alarms in case of different attacks in network. 

II. PROPOSED ALGORITHM 

In WSN all nodes transfer their data to base station, it takes a 

lot of energy, so a hierarchical strategy of data transmission 

is followed in which clusters are formed and nodes are 

assigned to the nearest cluster head conditionally it must be 

farthest with other nodes in other clusters. K-means clustering 
follows this mechanism. Security issue is always a concern in 

WSN and since it is not following any particular 

infrastructure, it is more vulnerable to sink hole attack which 

occurs at its network layer and either alter the information or 

open path for worm hole attack. For this a security mechanism 

on the basis of voting scheme is developed in which 

neighboring nodes take part to clear the doubt of malicious 

node. it increases the true detection of sink hole node which 

is discussed in results section of this paper. If detection 

mechanism is processed on node end, then energy 

consumption in sensor nodes will be high which is calculated 
by following method: 

The energy consumed in transmission and reception of 

message is calculated by [6]: 

𝐸𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 =  (𝐸𝑟𝑥 × 𝐷𝑎𝑡𝑎 𝑃𝑎𝑐𝑘𝑒𝑡) + (𝐸𝑡ℎ ×
𝐷𝑎𝑡𝑎 𝑃𝑎𝑐𝑘𝑒𝑡)                                                              (2.1) 

If alarm is raised by node itself then energy consumption can 

be formulated as: 

𝐸𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 =  (𝐸𝑟𝑥 × 𝐷𝑎𝑡𝑎 𝑃𝑎𝑐𝑘𝑒𝑡) + (𝐸𝑡ℎ ×
𝐷𝑎𝑡𝑎 𝑃𝑎𝑐𝑘𝑒𝑡) + (𝐸𝑝𝑟𝑜𝑐𝑒𝑠𝑠 × 𝐷𝑎𝑡𝑎 𝑃𝑎𝑐𝑘𝑒𝑡)                                                                                                                  

                                                                                       (2.2) 

Equation 2.1 and 2.2 clearly shows the difference between 

energy consumed. If alarm process is not run on the ode then 

energy requirement will be less. So to avoid running detection 

mechanism on nodes, a spy node is used which will keep 

moving in the network and collect data form cluster heads at 

pre allocated polling points. This spy node is free from any 

battery constraint. It will follow a round path from base 

station to base station. The detection mechanism will be run 

on spy node. it collects data from cluster head and check 

whether any doubt is raised or not, if raised then it will follow 
voting mechanism and raises alarm to base station. The travel 

path for spy node is already designed in previous step. In 

WSN when any node transmits data then it also add its ID 

along with destination ID and data. This is used as a loop hole 
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in proposed work to detect the sinkhole. When sink hole gets 

the data and transmits it to head after altering it, it has to add 

its ID also. This all table of data sent from nodes to head is 

passed to spy node which can easily check the last hope node 

ID. If multiple nodes send data through compromised node to 

cluster head then in their routing table malicious node ID will 
be in last hope node ID to cluster head. If the occurrence of 

this same ID is more than two times, then that node is 

confirmed as malicious node and base station removes that 

from network.  

 

Figure 2.2:  Flow Chart of Proposed Work 

Figure 2.1: Malicious node detection by spy node 

Figure 2.1 shows the spy node moving on pre assigned path 

and when it reaches to vulnerable cluster head, a 

communication link has been setup with that and detection 

algorithms on spy node decides whether any node is malicious 

or not. The flow chart for the movement of spy node is shown 

in figure 2.2. 

III. RESULTS 

As discussed we have used clustering for the initial nodes 

placement and k means clustering approach is used because 

of simple and effective implementation. Initially we have 

checked our algorithm for 50 nodes and later nodes number is 

varied and simulation time too. Because measuring 

simulation time in MATLAB may actually differ from real 

world so we have renamed this term as number of iterations. 

For 50 nodes clustering, decision of the number of cluster 

heads is equally important. For this we have used silhouette 

plot which tells node is assigned to wrong cluster if plot is on 

negative axis as shown in figure 3.1 and 3.2. 

The nodes placement in network affects the security and 
energy consumption, if nodes are placed at a far distance from 

base station, then they consumes a lot of energy in 

transmission and intruder can also easily affect whole 

network before detection. So k means clustering solve this 

problem. In our algorithm, trade off between energy and 

security are developed by moving a spy node in the network 

as discussed in previous section. 

0 10 20 30 40 50 60 70 80 90 100
0

10

20

30

40

50

60

70

80

90

100
Vornoi cell plotting

Start 

K means clustering is used to assign 

nodes to their cluster heads 

Voronoi diagram divides the 

region  

Choose polling point of spy nodes 

on the vertices of vornoi edges 

which are near to cluster heads 

Choose polling point of spy 

nodes on the vertices of 

vornoi edges which are near 

to cluster heads 

Move the spy node at the path 

connecting all polling points and 

collect data at these points from 

cluster head 

Randomly place the sink hole 

node in any cluster 

Sink hole node alters the data 

of all nodes within a cluster 

which are in range of that 

Malicious node adds its ID 

along with sink ID and sends it 

to cluster head 

Spy node check the number of 

entries of same last hope ID to 

cluster head 

If it 

E

Node is malicious 

Ye

No 



Anupriya al. International Journal of Recent Research Aspects ISSN: 2349-7688, Vol. 2, Issue 2, 

June 2015, pp. 105-110 

© 2014 IJRRA All Rights Reserved                                                                                       page   - 108- 

 
Figure 3.1: silhouette plot for 50 nodes with two cluster 

heads 

 
Figure3.2: silhouette plot for 50 nodes with six cluster heads 

We have considered the energy constraint and calculated 

energy in each transmission and reception of message through 

a sensor node who takes part in communication. Parameters 

considered in this thesis are tabulated in table 3.1. 

Table 3.1: Parameters’ values considered for the simulation 

Nodes [50 100 150  

 200 250 300 350 ] 

Geographical area 100*100 square meter 

Energy consumed in 

reception 

50 nJ 

Energy consumed in 

Transmission 

50 nJ 

Data packet length 10Kb 

Energy consumed in 

detection process 

5nJ* 

Packet size for sending 

alarm to base station 

5Kb 

Transmission range of 

sensor nodes 

10 meter 

Number of iteartions [5,10,15,20,25,30] 

When nodes in the network increases, the nodes affected by 

intruder also increases. This is shown in figure3.3. 

 
Figure 3.3: Number of affected nodes by sink hole 

Maximum nodes in a cluster are affected when density of 

nodes is 250 in 100*100 geographical area. We have 

considered single sink hole node which is placed randomly in 

any cluster every time when new iteration is started. Results 

have been checked for 50 to 350 nodes and for each number 

of nodes system is executed from 5 to 30 times, a total of 630 

times system have been executed. Figure 3.4 shows the total 

number of true detection of Sybil nodes. For 50 number of 

nodes our algorithm skip the detection of sink hole upto a 

large extent with maximum of 60 % detection in 15 iterations. 

But as the nodes in the network increased from 50 to 100, a 

sudden change in locating the sink hole is observed. True 
detection reached upto 100% in many iterations. 

 
Figure 3.4: total number of true detection for multiple nodes 

and iterations 

For further increase in number of nodes, promising results are 

visible. The average of percentage of true detection is shown 
in figure 3.5. It shows that for large number of nodes 
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established in a particular geographical area, sink hole 

location is in between 0.88-0.92, which is quite impressive.   

 
Figure 3.5: Average number of true detection for multiple 

iterations 

our algorithm reduces the energy consumption along with 

enhanced security. For this a spy node runs in the network and 

intruder detection mechanism runs on spy node. Energy 

consumption for process is calculated using method discussed 

in equations 2.2 and 3.3. In this energy calculation, only nodes 

which are affected by malicious nodes are considered as rest 

nodes are not taking part in transmission in our case. A 

comparison of energy consumption for multiple sensor nodes 
is show in figure 3.6.  

 
Figure 3.6: Energy consumption for various number of 

nodes 

As nodes are increasing, energy consumption difference is 

also increasing because of detection mechanism 

consumption. Since more density of nodes become reason of 

more nodes affected by intruder. So detection algorithm will 

be executed by every affected node and this consumes more 

energy. That’s why the difference between both curve in 

above figure is increasing with density of nodes. 

IV. CONCLUSION 

This work is step forward to development of algorithm which 

can enhance security and reduce energy consumption at  

nodes. We have studied about wireless sensor network and 

their attacks with challenges to mitigate them in the very 

beginning of this work. Since all algorithms can’t be avoided 
by a single universal algorithm, so it makes a clear picture of 

type of attack to be considered in our work. Sink hole attack 

occurs at network layer, so detection mechanism will also 

execute at that layer. Our mechanism reduces the energy 

consumption and this difference increases with number of 

nodes in the network. It has been proved that proposed 

algorithm is also performing well for security too. The 

detection of intruder is ranging between 0.88-0.92 for various 

numbers of nodes which is a good factor for true detection. 
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