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Abstract- Wormhole attack is an insidious attack against the basic routing function of mobile ad hoc networks 

(MANETs) where an attacker captures the control and data traffics from one location in the network and tunnels (via 

out-of-band high powered wireless transmission or high speed wired link) them to another malicious node at a distant 

point located more than one-hop away, which broadcasts them locally. With the existence of wormhole attack, the 

network topology is demolished and normal routes are misguided. In this paper, the main focus is to study and analyse 

the different techniques and systems proposed by the researchers in the literature to countermeasure the effect of 

Wormhole attack for MANETs. 
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I. INTRODUCTION 

A Mobile Ad hoc NETwork (MANET) is a wireless local area 

network model composed of a significant number of mobile 

nodes without a fixed infrastructure (i.e. base stations or 

access points). Due to the limited transmission capability of 

mobile nodes in the MANET, the intermediate nodes are used 

for forwarding the packets for other nodes in multi-hop 

fashion [1]. The flexibility and openness nature of mobile ad 

hoc networks make them attractive for wide applications in 

various fields, such as military communication, emergency 

search and rescue operations, disaster recovery, 

communication between moving vehicles (VANET), sensor 

networks, battlefields etc. [2]. However, distributed and 

cooperative nature of MANETs makes them highly 

vulnerable to the attacks [3,4]. In [5], Parsons and Ebinger 

thoroughly analyzed the impact of various security attacks 

(black hole attack, flooding attack, packet dropping attack, 

route disruption attack and wormhole attack) on the 

performance of MANETs. Their results showed that the 

degree of impact of attacks differs significantly according to 

attack type and parameters used. 

 The wormhole attack [6] is a dangerous attack in 

mobile ad hoc networks since it is relatively easy to launch, 

and difficult to detect. The main aim of wormhole attack is to 

demolished the network topology and misguide the normal 

routes in order to attract data packets to traverse specific 

nodes. In wormhole attack, the adversary connects two distant 

points in the network using a direct low-latency link (called 

wormhole link), and creates a fictive shortcut connection in 

the network. It involves two collaborating malicious nodes 

that forward the routing packets to each other. These nodes 

are called wormhole nodes. Once the wormhole link is 

established, the wormhole node eavesdrops on the packets at 

one end, tunnels them via wormhole link, and replays them to 

another end in the network. This makes an illusion that the 

two nodes are within communication range to each other as 

though they are more than one hop away actually. With the 

existence of wormhole and false information about a node’s 

neighbours can demolish the network topology and severely 

affect the discovered route because most of the routing 

protocols use the number of hop-counts to determine the 

shortest path between the source and destination node. If the 

length of wormhole link is short, it will not be of more 

valuable to the adversary as it may be fail to attract much 

traffic, but if the length of wormhole link is long enough, it 

will attract a lot of traffic. During the route discovery process, 

the wormhole nodes can easily decrease the hop count by 

using either in-band or out-of-band channels. As a result, the 

route is established through the wormhole link between the 

sender and receiver because the route claimed through 

wormhole link would always be of shorter as compared to a 

route of real data communication as shown in figure 1. The 

wormhole attack leads to following dreadful situations in the 

network:  

 Demolished the network topology and fracture the basic 

routing function of network. 

 Destroy the coordination of routing protocol and halting 

the communication abilities of nodes. 

 Bypass and attract a large amount of network traffic in 

order to lead the congestion in the network. 

 Selectively drop the data packets.   

 Manipulate the network traffic like modifying packets, 

changing the sequence of packets, etc.  

 Traffic analysis in order to leak the confidential 

information. 

 On the basis of collected network data, the attacker can 

execute more dangerous attacks further, such as man in 

the middle attacks, cipher breaking, protocol reverse 

engineering etc.  

 By simply changing the state of the wormhole link on and 

off, the attacker can trigger a route oscillation within the 

network in order to lead a denial-of-service (DoS) attack. 

  
 

Figure 1: A Scenario of Wormhole Attack. 
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So, providing the secure communication over the mobile ad 

hoc networks against the wormhole attack is a major concern.  

 In this paper, a study of different techniques and 

systems proposed by the researchers in the literature to 

countermeasure the Wormhole attack for MANETs is 

presented. These techniques and systems are classified into 

following categories based on their operative procedure: 

- Location, Distance and Time Based  

- Hop-Count Analysis Based 

- Graph and Geometric Based 

- Neighborhood analysis Based  

- Statistical Information Based 

- Key Management Based 

 

Rest of the paper is structured as follows. Section 2 briefly 

describes the background of wormhole attack. Section 3 

summarizes the different techniques and systems proposed by 

the researchers in the literature to countermeasure the 

Wormhole attack for MANETs. Finally, the paper is 

concluded with future research directions. 

II. WORMHOLE ATTACKS 

Wormhole attacks can be basically launched in two modes: 

hidden mode (HM) and participation mode (PM) [7] as shown 

in figure 2. In the hidden mode, the malicious node at one end 

captures and forwards routing packets to other end without 

any modifications in the packets and wormhole nodes never 

appear in routing tables as legitimate nodes. In participation 

mode, the malicious nodes process routing packets as 

legitimate nodes and thus appear in an infected wormhole 

route as two adjacent nodes. 

 

 

 
 

 

 
 

 

 

Figure 2: Hidden Mode and Participation Mode Wormhole 

Attack. 

 

In [7,8,9] , authors illustrated that a shortcut link between two 

HM or PM wormhole nodes can be established  using any of 

the following modes:  

1. Wormhole using encapsulation: The first malicious 

node M1 forwards a route request packet after 

encapsulating it towards to second malicious node M2 

via good nodes. 

2. Wormhole using out-of-band channel: The two 

colluding malicious nodes M1 and M2 communicate 

directly using different radio frequency band as 

compared to the frequency bands used by other good 

nodes. It requires an external high-bandwidth 

communication channel to establish a direct link 

between the wormhole nodes using either a long-range 

wireless directional antenna or a direct wired network 

cable.  

3. Wormhole using high power transmission: The 

malicious node at one end transmits the packets at the 

maximum possible power towards second malicious 

node in order to increase the transmission range so that 

the packet reach at second malicious node faster than 

through normal mode.  

4. Wormhole using Packet Relay Technique:  In this 

technique, a malicious node relays the packets between 

two distant benign nodes (not-in-range) to give them the 

illusion that they are neighbors. The malicious node just 

plays the role of an invisible bridge between them.  

5. Wormhole using Protocol Deviations: This is a special 

category of the rushing attack [10] where a malicious 

node exploits the protocol specification in order to 

disrupt the normal functioning of the network. 

 

        

             Figure 3: Classification of Wormhole Attacks. 
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III. REVIEW WORK 

In the literature, researchers have proposed various detection 

strategies for the detection of wormhole attack in mobile ad 

hoc network. The proposed solutions against Wormhole 

attack are classified into following categories based on their 

operative procedure: 

 

- Location, Distance and Time Based  

- Hop-Count Analysis Based 

- Graph and Geometric Based 

- Neighborhood analysis Based  

- Statistical Information Based 

- Key Management Based 

 

Location, Distance and Time Based  

Azer et al. [11] have suggested wormhole attack preventive 

scheme based on a social science theory called diffusion of 

innovations. In this scheme, the routing protocol is 

customized in such a way that a route is selected on the basis 

of weights assigned (opinions to each other) to the nodes in 

the route. 

In [6,12] Hu et. al.  presented a wormhole attack detection 

scheme called packet leashes by restricting the transmission 

time of the packets. There are two types of packets leashes: 

Temporal packet leash where packet expiration time is 

appended with the packet and geographic packet leash where 

specific location and transmission time is appended with the 

packet. They also proposed an extension of the TESLA [13] 

broadcast authentication protocol named TIK protocol that 

enables the receiver to detect the wormhole attack. TIK 

requires accurate time synchronization between all 

communicating parties and implements a temporal leash. TIK 

combines hash tree authentication to confirm the time 

information in the control packet is not changed. The theory 

behind TIK is that the packet transmission time in case of 

wormhole attack can be significantly longer than the time 

synchronization error. WODEM [14] is a countermeasure 

against the wormhole attack for sensor networks. In 

WODEM, a few detector nodes equipped with location-aware 

devices and longer-lasting batteries detect wormholes, and 

normal sensor nodes are only required to forward control 

packets from the detector nodes.  

In [15], Hu and Evans proposed a cooperative protocol 

whereby nodes are equipped with directional antennas 

devices and share directional information to prevent 

wormhole attack in the network. In [16], authors proposed an 

efficient method to detect and prevent the wormhole links in 

OLSR protocol with the assumption that wormhole attacks 

consists of relatively longer packet delay as compared to 

normal wireless propagation delay on a single hop. In [17], 

authors presented a protocol called Secure Tracking of Node 

Encounters in Multi-Hop Wireless Networks (SECTOR) that 

uses a set of rules for the secure verification of the time of 

encounters between nodes. By using the time of flight, it 

detects whether one hop neighbor is real neighbor or not. 

SECTOR uses Mutual Authentication with Distance-

bounding (MAD) protocol with specialized hardware.  

In [18], Wang and Wong proposed an end-to-end detection of 

wormhole attack (EDWA) that is based on the hop count 

estimation of shortest routing path between source and 

destination. If the hop count of the selected shortest path is 

much less than the approximated value than an alert of 

wormhole attack is raised at the source node. TrueLink [19] 

is a timing based MAC-layer countermeasure to the wormhole 

attack which verifies that a unique link exists to an apparent 

neighbor. The verification of a link between two nodes 

functions in two phases- rendezvous phase and authentication 

phase. In the rendezvous phase, the neighboring nodes 

exchange their nonces with respect to some tight timing 

constraints. In the authentication phase, both the nodes 

transmit a signed message, mutually authenticating 

themselves as the originator of their respective nonce.  

SEEEP (Simple and Efficient End –to –End protocol) [20] and 

FEEPVR (First End-to-End Protocol to Secure Ad Hoc 

Networks with Variable Ranges) [21] are simple algorithms 

using GPS technology to defense against wormhole attack 

based on the measurement of length of route between source 

and destination in accordance to communication range. 

SLAW [22] is a secure localization scheme against the 

wormhole attacks in wireless sensor networks. The most 

important function of the SLAW is to construct a conflicting 

set for each locator on the basis of abnormalities during the 

message exchanges, which can be used to differentiate the 

dubious locators to achieve secure localization.   

DelPHI (Delay Per Hop Indication) [23] is a wormhole 

detection scheme where average delay time per hop and 

length of each route are calculated in order to detect both 

kinds of wormhole attacks (hidden and exposed wormhole 

attacks). Khabbazian et al. [24, 25] formulate the effect of 

wormhole attack in building the shortest path in routing 

protocols with the help of analytical study and simulations. 

They observed that the attackers can disrupt around 32% of 

all communications across the network in the uniformly 

distributed network and around 40% to 50% of all 

communications in the grid topology network when the 

wormhole attack is strategically placed. In [24], they proposed 

a secure on-demand distance vector routing protocol which 

provides wormhole attack free route between the source and 

destination nodes. In [25], they also proposed a timing-based 

countermeasure to avoid wormhole attack in the networks. 

Proposed algorithm in [57] takes advantages of both 

watchdog and Delphi methods to detect wormhole attack. 

In [26], the node ID and location based countermeasure 

against the wormhole attack has been presented. Every 

intermediate node attaches its ID and geographical position 

into routing packets, and source node calculates the distance 

between the one hop neighbor nodes of a route on the basis of 

information in route reply packet in order to detect the 

wormhole attack. A transmission time based mechanism 

(TTM) [27] has been proposed to detect wormhole attacks 

with the assumption that transmission time between two fake 

neighbors created by wormhole is considerably higher than 

that between two real neighbors.  

Choi et al. [28] proposed a technique called Wormhole Attack 

Prevention (WAP) in which all nodes monitor the behavior of 

their neighbors through promiscuous mode. Each node 

maintains a neighbor node table that contains RREQ sequence 

number, neighbor node ID, sending and receiving time of 

RREQ packets and count. This approach also uses the concept 

of delay per hop value to prevent the wormhole attack. In this 
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approach, the source node sets the Wormhole Prevention 

Timer (WPT) and waits until it overhears its neighbor's 

retransmission after sending out the RREQ packet. After 

sending the RREQ message, if the source does not receive the 

RREP message within the RREP waiting timer, it detects the 

existence of wormhole and inserts the route to its wormhole 

list. In [29], Nguyen and Lamont proposed an efficient and 

simple method to detect wormhole attacks, using a technique 

called reference broadcast synchronization (RBS). The RBS 

is used to synchronize node’s clocks in MANET.  

 

Alam, and Chan [30] proposed a hybrid approach of RTT 

measurements and topological comparison to detect 

wormhole attacks. The proposed approach relies on RTT 

measurements to identify suspected wormhole attacks and 

then apply topological comparison to exclude legitimate 

neighbors from the suspected list. Shi, Jin, Liu, and Song [31] 

proposed a time-based scheme in order to prevent the 

wormhole attacks in wireless ad hoc networks. The scheme 

consists of two phases: detection phase and location phase. In 

detection phase, the presence of wormhole attacks on the 

discovered route is detected. In location phase, the source 

nodes for wormhole attack are identified. Shin, and Halim 

[32] proposed a scheme to detect wormhole attack in the 

networks where entire functioning of the scheme is divided 

into three phases: routes redundancy, routes aggregation and 

calculating round-trip time (RTT) of all discovered routes. In 

routes redundancy, it is ensured that route request packet is 

really sent to the destination through multipath transmission. 

Routes aggregation is used to aggregate the similar routes in 

order to know every possible valid route between source and 

destination. Last phase is used to compute the average number 

of hops in accordance to the round-trip time of the discovered 

path and investigates the possibility of wormhole attackers.  

 

Hop-Count Analysis Based 

In [33] Jen, Laih, and KuoW implemented a new protocol 

called Multi-path Hop-count Analysis (MHA) using a hop-

count analysis to prevent the wormhole attack in the networks.  

A Secure HOp-Count based LOCalization scheme 

(SHOLOC) [34] is proposed to authenticate beacon 

information and prevent from being arbitrary changed in hop-

count. SHOLOC employs beacon nodes to detect wormhole 

attacks. This method represents the value of hop count by the 

number of hash operations on a nonce, and as a result 

malicious nodes cannot reduce the hop counts. In [35] the idea 

is suggested to find alternate shortest path between sender and 

receiver, and count the no. of hops to detect the wormhole 

attack. In [36], a secure ad hoc on-demand distance vector 

routing protocol called wormhole-avoidance routing protocol 

(WARP) is proposed. In WARP, each node maintains the data 

structure in the routing table for its direct neighbors (number 

of times a neighboring node involves itself in the different 

routing paths). Every node calculates the ratio of the number 

of real routes established through a neighboring node to the 

total number of route replies generated by the node. In [37, 

38], authors also used the basic concept of Hop Count in order 

to detect and countermeasure the effect of wormhole attack. 

 

Graph and Geometric Based 

In [39], Lazos et al. presented a geography-based 

countermeasure to detect and prevent the wormhole attack. In 

this approach, a small fraction of the nodes have been 

assigned the responsibility of guards to access the location 

information and monitor the local traffic among the nodes in 

order to detect a wormhole attack. In [40], local connectivity 

information is used to detect wormhole attack in wireless 

multi-hop networks by exploiting the forbidden packing 

number in the Unit Disk Graph (UDG) embedding of network 

graphs. MDS-VOW [41] is a mechanism that reconstructs the 

layout of the sensors using multi-dimensional scaling. MDS-

VOW detects the wormhole by visualizing the anomalies 

(fake connections through the wormhole and bend the 

reconstructed surface to pull the sensors that are far away to 

each other) introduced by the attack.  In [42], authors 

suggested the use of attack graphs for intrusion detection and 

proposed two methods using the basic functioning of attack 

graphs. The first method helps in the prediction of a single or 

multiple step attack based on attack graph adjacency matrix. 

The second method is used for correlating intrusion events 

and building attack scenarios in accordance to attack graph 

distances.   

Poovendran and Lazos [43] presented a graph theoretic 

framework for modeling wormhole links using the UDG 

communication graph model in Euclidean space. They also 

proposed a cryptographic mechanism to prevent wormhole 

attack in accordance to UDG communication graph model. 

Dong, Liu, and Liao [44] proposed two simple distributed 

detection techniques called basic and localized WormCircle 

to detect the wormhole attacks based on local connectivity 

information.  In [45], authors presented a wormhole attack 

detection mechanism called Cell-based Open Tunnel 

Avoidance (COTA), which uses geographic information to 

detect the neighborhood anomalies. COTA achieves a 

constant space for every node on the path and computation 

overhead increases linearly to the number of detection 

packets.  

 

Neighborhood Analysis Based 

A protocol called LiteWorp is presented in [46] for detection 

and isolation of wormhole attack in static networks by setting 

all nodes in promiscuous mode. This protocol is based on 

neighborhood information and time information for detection 

and isolation of wormhole attack. In [46], Khalil et al. 

presented an approach for the detection of wormhole attack in 

static networks called LITEWORP, which relies on 

overhearing the one hop neighbor communication. Every 

node gathers full two-hop routing information from their 

direct neighbors. The information of two-hop neighborhood 

is used to detect wormhole attacks.  

In [47], authors utilized the built-in routing table and 

neighbors’ verification for the detection of exposed wormhole 

attack. In [48], authors proposed an effective method called 

Wormhole Attack Prevention (WAP) using neighboring node 

monitoring mechanism to detect and prevent the wormhole 

attack.In [49], each node keeps information of its neighbors 

and identifies replayed packet that are forwarded by two 

attackers in order to detect the wormhole attack. In [50], 

authors presented algorithm for detecting the existence of 
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wormhole in the network where the relative frequency of a 

link is used to detect the wormhole attack. 

WAPN [51], is a wormhole attack detection approach where 

neighboring-node-number helps in detecting the wormhole 

attack in the network as a wormhole attack usually increase 

the neighboring-node-number as a result of the wormhole 

link. In [52], authors proved that nodes attacked by the same 

wormhole are either 1-hop neighbors or 2-hop neighbors, and 

with a high probability, there are at least 3 nodes, which are 

non-1-hop neighbors, in the intersection of the two neighbor.  

 

Statistical Information Based 

In [53], Ning, Lijun and Xiangfang analyzed the effect of 

wormhole attack in multi-path routing protocol for MANETs. 

They also proposed a simple scheme called statistical analysis 

(called SAM) to detect wormhole attack and malicious nodes. 

The wormhole links are detected with the assumptions that 

wormhole link offers abnormally high frequency as compared 

to normal statistics. A probability mass function (PMF) is 

used to find the highest relative frequency.   

In [54], Buttyán, Dóra, and Vajda proposed two statistical 

based detection techniques for wormhole attack. The first one 

is called Neighbor Number Test (NNT) which detects the 

wormhole attack with the assumption that wormhole attack 

will increases the one hop neighbors of the sensor nodes due 

to fake neighbors created by wormhole links. The second 

technique is called All Distances Test (ADT) which detects 

the wormhole attack with the assumption that wormhole 

attack will reduce the length of the shortest routes between all 

pairs of sensor nodes due to shortcut links formed by the 

wormhole attack.  

Statistical Wormhole Apprehension using Neighbours 

(SWAN) [55], is a technique to detect the wormhole attack 

where localized statistical neighborhood information 

collected by mobile nodes is used to detect the attack.  

 

Key Management Based 

In [56], authors proposed the node-to-node authentication and 

compromise - tolerant security scheme using location-based 

keys. In [57], authors proposed a scheme where public and 

private keys are generated through one-way hash function. 

The neighborhood table is periodically updated by receiving 

the beacon packets from the neighbors in order to collect the 

information of real neighbours. The wormhole attack is 

detected at destination node in similar fashion. SECTOR [17] 

uses Mutual Authentication with Distance-bounding (MAD) 

protocol with specialized hardware. 

. 

IV. CONCLUSION 

Security is very crucial for MANETs. Wormhole attack is 

very dangerous attack in mobile ad hoc networks as it is 

relatively easy to launch, and difficult to detect. It also 

disturbs entire routing process of the network. In this paper, a 

study of a number of detection and prevention techniques 

proposed by researchers in the literature on securing 

MANETs against wormhole attack has been presented.  It has 

been observed that there is no proper wormhole detection 

technique that can detect all wormhole attacks completely, 

and still it is an active research area. 
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